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Abstract   We present a lightweight software agent-based architecture for the Internet of Things. The architecture is based 
on the REST principles and the Internet Drafts by the IETF CoRE Working Group. The software agents describe the state of a 
computational task, which is then disseminated in message-passing manner in between the participating devices in the system. 
The computational tasks can be injected into the system dynamically in runtime by the system devices or by external devices, 
such as smartphones, through proxies. This computation and its state can then be registered as a service in the system and 
queried by clients as the service content.  
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1. Introduction 

Internet of Things (IoT) is loosely-coupled, 
decentralized network of autonomous, yet cooperating, 
intelligent heterogeneous devices. The IoT devices are 
capable of sensing, actuating, storing data, data and 
information interpretation and data exchange, in situated 
context-aware manner [1], [2], [3], [4]. Challenges in the 
IoT include addressing device heterogeneity, 
interoperability issues with different communication 
technologies, cooperation coordination and scalability 
beyond current systems. Furthermore, IoT system is highly 
dynamic, consisting of any number of subsystems, where 
the system configuration changes all the time when 
devices connect and disconnect in runtime. The IoT 
devices and their capabilities need to be dynamically 
discoverable, addressable and accessible [4]. 

Recently, agent-based systems have been suggested for 
IoT to provide autonomy, proactive and reactive features, 
ontologies for cooperation and different contexts [1], [2], 
[3],  [4].  Software  agents  in  IoT  devices  are  proposed  to  
coordinate cooperation, allow mobility of service 
components, encapsulate the device functionality, hide 
specific communication details and abstract the 
heterogeneous device hardware. 

 

2. System Architecture 
The main goal of this work is to dynamically distribute 

system load and move the data processing tasks into the 
IoT devices in the edges of the network, instead of 

utilizing centralized servers to coordinate cooperation and 
to disseminate computational tasks into the system. The 
basic idea is to distribute the state of the data processing 
tasks, i.e. computations, in message-passing manner 
between the cooperating agents in the IoT devices, 
simultaneously distributing the computational load 
between the devices. The devices, computations and the 
computation results can be exposed to the system as 
resources from the participating devices by the REST 
architectural principles. The devices now become service 
producers and the computation results become the service 
content [5]. The computations and services are initiated by 
agent-based application-specific proxies in the system. 
Software agents in the IoT devices are required to provide 
computational capabilities and interfaces for 
communication.  

This architecture is based on the concepts defined in the 
Internet Drafts by the IETF CoRE Working Group [6], 
which provide the means to utilize low-power 
resource-constrained embedded networked devices in IoT 
systems. We have implemented first prototype of this 
architecture in the context of wireless sensor networks [7].  

 

3. System Components 
Next, we describe the required logical system 

components in the architecture and the software agents 
running in the devices. The roles of the IoT devices may 
include any of these logical system components, even 
multiple agents can run in the devices, allowing several 



 
  
 

 

simultaneous roles. See Figures 1 and 2 for illustrations of 
the architecture and the system components. We assume 
here the HTTP as the communication protocol, being the 
‘de facto’ Internet protocol today, thus providing global 
connectivity for the exposed services in our system. For 
the resource-constrained low-power embedded devices, 
the HTTP protocol may introduce extensive overhead, thus 
more lightweight protocols, such as CoAP have been 
introduced [5], [6], [7]. 

The IoT devices, their capabilities and other exposed 
resources in the system are registered into the resource 
directory, which provides generic interface to register the 
resources, to locate the resources and to update the 
resource descriptions. The resource descriptions include 
resource name, resource type,  its  logical  address,  as URL, 
and metadata, such as the physical and virtual location of 
the resource. These descriptions allow semantic queries 
for the system resources [4], [6]. 

The proxy components provide application-specifi c 
intelligence, coordination of the tasks and unified 
interface to access all the system resources. Additionally, 
the proxies, as a smart gateway, can expose external 
services  to  the  system  to  be  utilized  as  system  resource.  
One of the roles of the proxy would also be to translate 
messages between different protocols, e.g. from HTTP to 
CoAP and vice versa. In the Figure 1, a computational task 
is  injected into the system by the proxy. In the Figure 2,  a 
computational task is considered a service in the system 
after registration. As the external clients to the dynamic 
services in the system, we can envision Web services, Web 
mashups and users with smartphones [8]. 

Considering the computational tasks, i.e. the message 
structure, it consists of three sections as in [5]. First, we 
have the section containing the code for the computational 
tasks. Here, we do not limit the programming language for 
the task code, which could be for example JavaScript for 
the exposed Web services or bytecode [5] for the 

embedded devices. However, as the code size varies, it 
may be unfeasible for the most resource-constrained 
devices to disseminate the code in a single message, so the 
code can be replaced with a resource description to 
download it from the proxies. Secondly, the required 
resources for the computation are listed with resource 
description,  say  an  URL,  in  the  message.  The  URLs  are  
used to query the resource states, either from the devices 
directly or through lookups to the resource directory. This 
resource list can be used to define the participating 
devices for the task, as in [5]. Thirdly, the message 
includes the current state of computation as the payload, 
which is updated after iterations of the computation. The 
state is also the service content, if the computation is 
registered as a service into the resource directory. 

In the IoT devices, the software agents provide atomic 
system services, such as communication interfaces and 
runtime execution of the task code. The task is executed 
according to the instructions in the received message. First, 
before the execution, the agent needs to query the utilized 
resource states for the given resource URLs, then it needs 
to map the states into the task code, after which it can 
execute the task code. Finally, it needs to update the state 
based on the task execution results. The agent is aware of 
only these instructions during the task execution, which 
allows the resources in the device to be utilized in 
different tasks, contexts or applications without 
considerable overhead [5], [8].  

 

4. Example Scenarios 
Here, we describe two example scenarios for the 

computational tasks and task-based services in this 
architecture. In Figure 1, the IoT device A, functioning as 
proxy, has injected a computational task into the system. 
First, it needs to lookup the required resources for task B 
from the resource directory in the IoT device B. Then, it 
will compile the message to be sent to the IoT devices 1-3 

 
Figure 1 . Computationa l task injected into the system  

 
Figure 2 . Computationa l task as service in the system 



 
  
 

 

in turns. When a device receives the message, it executes 
the task according to the instructions and updates the task 
state. Finally, when the computation is finished, the 
results are returned to the proxy from the IoT device 3.  

In the second scenario in Figure 2, the computation 
state  is  exposed  as  service  content  in  the  system  [5].  The  
devices register the hosted computations into the resource 
directory in turns. This allows system devices to query the 
intermediate state of the computation from the hosting 
device, here the IoT device 3.  

 

5. Related Work 
In [1], a multi -layered agent-based architecture for 

heterogeneous smart objects was presented, where a 
coordinator runs the tasks in the agents in the system 
devices and the heterogeneity is abstracted by the layers. 
However, the coordinator is the only component to 
communicate with the other system devices. 

In [2], communication agents are used as gateways to 
address the heterogeneity of communication protocols in 
the IoT, enabling interoperability with different device’s 
profiles and one-to-many communications with centralized 
group management. In comparison, we do not facilitate 
centralized group management and allow many-to-many 
communications, in spite of the device’s roles. 

In [3], the authors present a multi -agent platform based 
on the Java Virtual Machine for embedded systems. The 
platform consists of static system agents, providing 
interfaces to the system services, and dynamic service 
agents running the actual IoT applications. However, 
Java-based multi -agent solutions may be too heavy for the 
resource-constrained embedded devices. 

In [4], the authors envisioned agent-based IoT system 
architecture, where each resource is represented by an 
agent, which monitors and coordinates the use of the 
resource through specific roles. The tasks utilizing the 
resources are to be written with a rule-based language. 
The agents should provide means for system configuration 
for the tasks and for adjusting for changes in the system. 
The resource discovery is to be done through semantic 
queries to the local agent. In comparison, we do not apply 
specific configuration of the devices for the tasks, but the 
agents function according the instructions in the received 
messages.  

 

6. Discussion 
The expected benefits of this decentralized architecture 

include: minimal task-based set of system resources are 

utilized in each computation, there is no need for 
task-based system configuration, locality can be exploited 
in the execution of task and service dynamically based on 
the instructions, context-switching in the devices is a 
matter of the instructions in the messages and the 
computational load is distributed among the participating 
devices. Additionally, mobility of the system devices is 
supported and this method allows both participatory and 
opportunistic application scenarios [8].  

In this work we did not consider security and privacy 
issues, which are inevitable because of the execution of 
remote code. Additionally, the real-time capabilities of 
this architecture are unknown and the data streaming 
approaches are not currently supported directly. However, 
we do not restrict the means of the communication 
between the devices. Our future work includes the first 
real-world demonstrations of this architecture. 
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